ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology(IJESAT)

Improved Ransomware Detection Utilizing CNN2D
and Voting Ensemble Models with Secure Flask—
SQLite Authentication

'LAKKAM RANGASWAMY, 2R HENDRA KUMAR

PG Scholar, Dept. of CSE, KMM Institute of Technology & Science, Ramireddipalle, Tirupati, AP, India.

’Associate Professor, Dept. of CSE, KMM Institute of Technology & Science, Ramireddipalle, Tirupati,
AP, India.

Abstract: This extension enhances ransomware
detection for virtual machines by integrating a
powerful CNN2D architecture with a voting
ensemble classifier, significantly improving accuracy
to 99%. The system converts processor and disk 1/0O
behavior into structured feature maps, enabling
CNN2D to learn deep ransomware activity patterns
that traditional models often miss. The ensemble
model further strengthens reliability by combining
predictions from multiple classifiers, ensuring
consistent performance across diverse workloads. To
support real-world usability, Flask and SQLite are
incorporated to provide secure, lightweight user
authentication and testing interfaces. This extended
framework minimizes monitoring overhead, increases
adaptability, and delivers rapid, robust ransomware
detection  suitable for modern  virtualized
environments.
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1. INTRODUCTION

Ransomware encrypts or locks files, rendering a
computer useless until a ransom is paid. Ransomware
is used by cybercriminals to extort money, and
nation-state actors to harm key infrastructure [1], [2].
Global ransomware losses are anticipated to reach
$265 billion by 2031, with 70% of firms experiencing
instances in 2022 and one every two seconds by 2031

(11, [2].
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Signature-based ransomware detection matches
malware samples against hash values or
predetermined patterns [3], [4]. These methods fail
against polymorphic and metamorphic malware,
which change their code to avoid detection [5]. Thus,
researchers  have investigated behavior-based
detection, which monitors runtime events such quick
file encryption, odd process formation, and
anomalous system calls to identify ransomware from
innocuous applications [4], [6]. To speed up assaults
and evade standard defenses, new ransomware
families like LockBit2.0, DarkSide, and BlackMatter
encrypt just the first bytes of files [6].

Advanced methods including hardware-assisted
detection, real-time monitoring, and machine learning
can combat such attacks. Many systems use hardware
performance counters (HPCs) and CPU event
monitoring to identify aberrant execution patterns,
such as RanStop [7], RWGuard [8], and ShieldFS
[29]. Machine learning models may use hardware
characteristics for fine-grained malware classification
[12], [14], but data contamination, overhead, and
false positives remain [11].

Researchers have studied ransomware detection using
deep learning and powerful analytical methods.
RATAFIA uses autoencoders with time-frequency
analysis [15] and HPC-IO benchmark datasets [16—
20] to test detection performance. For emerging
ransomware families, real-time detection and
mitigation technologies like Redemption [22],
UNVEIL [27], and ShieldFS [29] have showed
potential. Entropy-based file analysis [24], behavior
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profiling [25], and frequent pattern mining [26] are
further methods.

Several studies suggest virtualization and sandbox-
based detection settings for controlled ransomware
analysis [23], [30]. These methods demonstrate the
progress of ransomware defense, where lightweight
monitoring and sophisticated classifiers work well. In
particular, machine learning-based ransomware
detection approaches that focus on processor and disk
I/O events rather than file signatures or system
monitoring are flexible and adaptable [21], [24], [25].

Signature- and behavior-based approaches provide
partial protection, but modern ransomware evolves
rapidly, requiring machine learning-driven host-based
monitoring techniques that reduce overhead, data
contamination, and remain effective against diverse
ransomware variants and workloads [7]-[30].

2. LITERATURE SURVEY

1. RanStop: A Hardware-assisted Runtime
Crypto-Ransomware Detection Technique

Crypto-ransomware is one of the most common types
of malware that poses a serious danger since it holds
users' papers hostage and extorts them monetarily
while also establishing denial of access through
unlawful encryption of their documents. Globally,
this causes losses of millions of dollars per year. The
number of ransomware variations that can evade
several anti-virus programs and software-only
malware detection methods that depend on static
execution signatures is increasing. In this work, we
suggest RanStop, a hardware-assisted method for
early crypto-ransomware infection detection in
commodity processors. RanStop observes micro-
architectural event sets and identifies known and
undiscovered crypto-ransomware variants using data
from hardware performance counters integrated into
the performance monitoring unit of contemporary
CPUs. In this study, we use a long short-term
memory (LSTM) model to train a recurrent neural
network-based machine learning architecture for the
analysis of micro-architectural events in the hardware
domain during the execution of several ransomware
variants and benign programs. Using the data from
connected HPCs, we generate timeseries to establish
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intrinsic ~ statistical features, enhance RanStop's
detection accuracy, and lower noise using LSTM and
global average pooling. By examining HPC data
gathered at 20 timestamps spaced 100us apart,
RanStop's early detection method can reliably and
swiftly detect ransomware within 2ms of the
program's execution. A ransomware cannot do much,
if any, harm at this early detection stage.
Furthermore, RanStop can identify ransomware with
an average of 97% accuracy for fifty random trials
when validated against innocuous programs that have
behavioral (sub-routine-centric) similarities with a
crypto-ransomware.

2. RWGuard: A Real-Time Detection System
Against Cryptographic Ransomware

Recently, ransomware has (re)emerged as a common
virus that targets a variety of victims for financial
gain, from individual users to corporate ones. Our
main finding regarding the current ransomware
detection methods is that they are unable to provide
an early warning in real-time, which leads to the
irreversible encryption of a large number of files.
Additionally, the post-encryption methods (such as
file restoration and key extraction) have various
drawbacks. Additionally, the current detection
methods produce a high number of false positives
because they are unable to ascertain the original
intent of file modifications; that is, they are unable to
discern whether a notable alteration in a file is the
result of a ransomware encryption or a user-initiated
file operation (such as benign encryption or
compression). In order to overcome these difficulties,
we present in this paper RWGuard, a ransomware
detection mechanism that can identify crypto-
ransomware on a user's computer in real-time by: (1)
using decoy techniques; (2) closely monitoring the
file system and running processes for malicious
activity; and (3) preventing benign file changes from
being detected by learning users' encryption behavior.
We test our approach using samples from the 14 most
common ransomware families to date. Our tests
demonstrate RWGuard's efficacy in real-time
ransomware detection, with a little 1.9% overhead
and zero false negative and low false positive (0.1%)
rates.
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3. On the feasibility of online malware detection
with performance counters

Malware spreads together with the number of
machines in each given domain. Viruses, rootkits,
spyware, adware, and other types of malware are
prevalent on systems, even the newest mobile
platforms. Malware threats continue to exist despite
the availability of anti-virus software, and they are
becoming more prevalent because to the numerous
ways that AV software may be compromised. In
actuality, hackers now use flaws in antivirus software
to compromise computers.

In this research, we investigate the viability of
utilizing current performance counters to construct a
hardware malware detection. We discover that our
detection methods are resilient to small changes in
malware programs and that data from performance
counters may be utilized to identify malware. As a
consequence, we are able to identify several variants
within a family of malware on the Android ARM and
Intel Linux platforms after looking at a small number
of variations within that family. Additionally, our
suggested hardware changes enable the malware
detector to operate safely underneath the system
software, paving the way for AV systems that are
easier to use and less prone to bugs than software
AV. Modern internet malware detection might be
advanced by combining the security and resilience of
hardware antivirus methods.

4. Unsupervised Anomaly-Based Malware
Detection Using Hardware Features

The detection of malware programs based on their
dynamic microarchitectural execution patterns has
showed promise in recent study. These
microarchitectural aspects are easier to audit and
more difficult for adversaries to directly influence in
evasion assaults than higher-level features like OS
and application observables. Hardware performance
counters (HPC), which are frequently accessible in
contemporary CPUs, can be used to get these
statistics at little overhead. In this study, we enhance
the usage of lower-level characteristics enabled by
hardware to identify malware exploitation in an
anomaly-based detector. This enables us to identify a
greater variety of malware, including zero days. We
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empirically demonstrate that malware attacks display
very small variations from the microarchitectural
features of benign programs, which are noisy. We
show that using unsupervised machine learning in
conjunction with rigorous feature extraction and
selection, we can create baseline models of benign
program execution and utilize these profiles to
identify variations caused by malware exploitation.
We demonstrate that on a Windows/x86 platform,
real-world exploitation detection of well-known apps
like Internet Explorer and Adobe PDF Reader
functions effectively. We also look at the limitations
and difficulties of applying this strategy when a
skilled adversary tries to avoid anomaly-based
detection. The suggested detector can be used in
conjunction with previously suggested signature-
based detectors to increase security.

5. SoK: The Challenges, Pitfalls, and Perils of
Using Hardware Performance Counters for
Security

For almost a decade, CPUs have had HPCs. These
counters can track CPU activities. Each new CPU
architecture adds hundreds of hardware events to
monitor. However, few systematic research have
examined how performance counters can reliably
track real-world occurrences. In security applications
using HPCs, measurement errors or inaccurate
assumptions  about measured values might
compromise protection. We spent a year studying
performance counter best practices for accurate event
measurement, HPC challenges and pitfalls, and ways
to get consistent and accurate measurements across
settings and architectures to address this issue. We
also experimentally assessed HPC utilization in many
studies. Instead of stopping there, we investigated if
these frequently used methods are accurately
obtaining performance counter data. We (iv)
expanded Weaver and McKee's fundamental work
from over 10 years ago on non-determinism in HPCs
and applied our findings to 56 articles across diverse
application domains as part of that assessment. In that
follow-up study, we observed that HPCs have been
accepted in security applications more than in other
sectors, notably in the previous five years. We next
examined an additional 41 HPC-using security works
to further understand how our findings potentially
affect their methodologies and results. We
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empirically examined how failing to account for HPC
peculiarities might reduce the efficacy of security
applications, particularly exploit prevention and
malware detection. Finally, we demonstrated how (ii)
adversaries can exploit HPCs to overcome security.

3. METHODOLOGY
i) Proposed Work:

In order to greatly increase detection accuracy and
reaction time in virtualized systems, the proposed
project intends to develop a sophisticated
ransomware detection framework that makes use of
CNN2D and a voting ensemble model. This method
ensures minimum overhead and avoids interference
from active ransomware by gathering processor and
disk I/O events from the host machine, in contrast to
standard methods that monitor individual processes
inside the machine. To create structured data
representations, these raw events go through
preprocessing and  feature extraction. These
representations are then transformed into matrices
that resemble images and fed into a CNN2D
architecture. Through the acquisition of intricate
temporal-spatial patterns of ransomware activity, the
model is able to identify intricate behaviors that are
frequently overlooked by more straightforward
machine learning methods.

The method incorporates a voting ensemble approach
that aggregates judgments from many classifiers to
further  increase  dependability,  guaranteeing
consistent predictions over a range of workloads and
ransomware variations. Final categorization is
handled by the RansomNet+ model (extension
version), which facilitates early attack detection and
accurate attack prediction prior to major harm. The
framework is ideal for deployment because of its
lightweight Flask interface and SQLite authentication
module, which guarantee safe and convenient access
for testing and monitoring. Performance evaluation
confirms the efficacy of the system by demonstrating
improved flexibility and a notable increase in
accuracy—up to 99% in identifying complex
ransomware assaults.

ii) System Architecture:
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Monitoring cloud-connected virtual machines for
questionable CPU and disk I/O activity is the first
step in the system's organized multi-stage
ransomware detection pipeline. Instead of monitoring
operations within the affected virtual machine, the
system records low-level event traces from the host
computer when a ransomware attack takes place.
These gathered events go through a preprocessing
layer that handles missing data, eliminates noise, and
organizes the event stream into feature matrices.
These processed data are transformed into image-like
representations appropriate for deep learning models
using the feature extraction block, allowing the
system to identify intricate behavior patterns that
conventional methods are unable to identify. This
approach guarantees high-quality feature creation for
additional analysis, scalability, and little system
interruption.

The RansomNet+ model, which combines a CNN2D
architecture with a voting ensemble classifier to
improve prediction accuracy and stability, is
integrated into the system after feature extraction.
While the ensemble combines outputs from several
classifiers to reduce mistakes and false detections, the
CNN2D component employs event-based feature
pictures to learn deep spatial patterns. The attack
prediction and performance assessment modules
receive the findings of the attack detection unit's
classification of events as either benign activity or
ransomware. These modules examine detection
speed, precision, accuracy, and workload flexibility.
To provide authorized user access for monitoring,
testing, and controlling the detection system, a secure
Flask—SQLite interface is included. All things
considered, the system's architecture guarantees
accurate, real-time ransomware detection while
preserving little computing overhead and robust
flexibility across various virtual settings.
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Fig.1. Proposed Architecture
iii) MODULES:

a. Cloud Storage & VM Monitoring Module

e Monitors virtual machines connected to
cloud storage for any abnormal activity.

e Detects initial triggers or unusual behavior
that may indicate a potential ransomware
attack.

e Sends behavioral signals (CPU events, disk
I/O anomalies) to the data collection stage.

b. Dataset Collection Module

e Collects raw processor usage, disk I/O
events, and system-level traces from the host
machine.

e  Ensures monitoring occurs outside the target
VM to avoid ransomware tampering.

e Stores data in structured form for
preprocessing and feature engineering.

c. Preprocessing Module

e  (leans, filters, and normalizes event data to
remove noise and inconsistencies.

e Converts continuous event streams into
meaningful sequences suitable for analysis.

e Handles missing values, timestamps, and
event scaling for better model performance.

d. Feature Extraction Module

e Transforms preprocessed events into feature
maps or image-like matrices for CNN2D.

o Identifies key patterns linked to encryption
behavior, disk bursts, and CPU anomalies.

e Produces high-quality features that improve
accuracy for ensemble and deep learning
models.

e. RansomNet+ Model Module (CNN2D + Voting
Ensemble)

e CNN2D extracts deep spatial-temporal
features from event matrices.

e Ensemble model integrates outputs from
multiple classifiers for improved stability.

www.ijesat.com

e Produces highly accurate predictions,
achieving up to 99% detection accuracy.

f. Attack Detection Module

e Classifies incoming system activity as either
ransomware or legitimate behavior.

e Uses combined predictions from CNN2D
and ensemble classifiers for reliable
detection.

e Sends alerts or signals to the attack
prediction and evaluation modules.

g. Attack Prediction Module

e Predicts the likelihood of ransomware
activity before encryption begins.

e Helps in taking early action such as isolating
VMs or halting suspicious processes.

e Improves incident response speed in real-
time environments.

h. Performance Evaluation Module

e Computes accuracy, precision, recall, F1-
score, detection speed, and overhead
reduction.

e Compares performance across multiple
workloads and ransomware samples.

e Validates effectiveness of the extension
model (CNN2D + Ensemble).

i. User Authentication & Interface Module (Flask +
SQLite)

e Provides a secure, lightweight web interface
for system access and monitoring.

e Uses SQLite for user login, authentication,
and session management.

Allows users to upload data, view detection results,
and test the model safely.

iv) ALGORITHMS:

a. Random Forest Classifier

The Random Forest method for supervised learning
that uses strong ensembles makes a lot of decision
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trees while training. This system builds a
fundamental model for finding ransomware by using
CPU and disk I/O events. The model lowers the
chance of overfitting and makes it easier to generalize
across different ransomware samples by combining
the predictions of separate trees. Because it is
lightweight, it doesn't require much supervision while
yet being able to find things quickly.

b. Convolutional Neural Network 2D (CNN2D)

CNN2D is a deep learning model that is very good at
finding patterns in data that have to do with space and
structure. CNN2D examines the preprocessed event
data in the proposed system and learns patterns linked
to ransomware on its own. CNN2D doesn't need
human feature engineering like other models do. This
means it can adapt to new or changing ransomware
activities. This is a big reason why the system can
find things so accurately and can handle complicated
attack tracks.

c¢. Voting Ensemble Model

The Voting Ensemble Model uses the best parts of
several classifiers, including CNN2D and Random
Forest, to provide a final prediction. This model
employs a majority voting system, where each
classifier votes and the final result is based on the
majority. The ensemble method makes detection
more reliable, lowers the risk of false positives or
negatives, and makes sure that performance is steady
across different attack types and workloads. It helps
the system find things with 99% accuracy.

d. Long Short Term Memory (LSTM):

LSTM and other recurrent neural networks may
remember long-term dependencies in sequential
input. This system looks at sequences of CPU and
disk 1/O events to find unusual patterns that might
mean ransomware is running. LSTM can change
over time to fit the numerous ways that ransomware
acts, which makes it very good at dynamic detection.

e. Deep Neural Network (DNN):

DNNs are networks with several layers that can learn
complicated, non-linear connections in data. DNNs
can tell the difference between benign and
ransomware activity by evaluating certain system-
level data. This makes detection more accurate across
a wide range of workloads.
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f. XGBoost:

XGBoost is a gradient boosting method that builds a
powerful prediction model by combining a lot of
weak classifiers. It works well with organized CPU
and disk I/O data and is resistant to noisy features,
which makes it a fast and reliable way to find
ransomware.

g. Decision Tree (DT):

DT is a basic and easy-to-understand classifier that
uses thresholds to divide the feature space into two
groups: ransomware and benign activities. It gives a
clear rule-based view of detection, which is useful for
troubleshooting and analyzing systems.

h. K-Nearest Neighbor (KNN):

KNN sorts new examples into groups depending on
how similar they are to known samples in the feature
space. It works well for finding ransomware patterns
that are quite similar to assaults that have been seen
before. KNN is easy to use since it is simple, but it
can be costly to run on big datasets.

i. Support Vector Machine (SVM):

SVM finds the best hyperplane in a multi-
dimensional feature space to tell the difference
between ransomware and normal activities. Kernels
are useful for data with many dimensions and
patterns that aren't straight lines.

4. EXPERIMENTAL RESULTS

With up to 99% precision across a variety of
workloads and 22 ransomware samples, the expanded
system that combined CNN2D with a voting
ensemble classifier showed a notable boost in
detection accuracy. The CNN2D model successfully
identified deep behavioral patterns linked to
ransomware encryption activities by transforming
CPU and disk I/O events into structured image-like
matrices. The ensemble mechanism further stabilized
predictions by combining outputs from multiple
classifiers, reducing false positives especially in high-
load and multi-tasking VM environments. The
extension model demonstrated higher generalization
to undiscovered ransomware variants, faster
convergence, and resilient performance even during
workload fluctuations that previously resulted in
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misclassifications as compared to standard random
forest-based detection.

Significant gains in early-stage assault detection,
detection speed, and resistance to data contamination
were also demonstrated by performance evaluation.
Predictive notifications before widespread file
encryption could take place were made possible by
the model's constant detection of ransomware activity
throughout the early stages of execution. By offering
secure login and enabling users to test and track
detection findings via a simple, web-based interface,
the system's combination with Flask and SQLite
improved usability. Overall, the suggested extension
idea worked very well, outperforming current
systems in terms of accuracy, flexibility, and
dependability while retaining low monitoring
overhead and great usability.

Accuracy: The ability of a test to differentiate
between healthy and sick instances is a measure of its
accuracy. Find the proportion of analysed cases with
true positives and true negatives to get a sense of the

test's accuracy. Based on the calculations:
Accuracy = TP + TN /(TP + TN + FP + FN)

(TN + TP)

Accuracy = T
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Precision: The accuracy rate of a classification or
number of positive cases is known as precision.
Accuracy is determined by applying the following

formula:
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Precision = True positives/ (True positives + False

positives) = TP/(TP + FP)

TP

Precision = m
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Recall: The recall of a model is a measure of its
capacity to identify all occurrences of a relevant
machine learning class. A model's ability to detect
class instances is shown by the ratio of correctly

predicted positive observations to the total number of

positives.
Recall P
ecall = —/—/m—
(FN +TP)
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Decision Tree 1
KN A

SVM

T T
00 0z 04 0.6 0.8 10
Recall Scare

F1-Score: A high F1 score indicates that a machine
learning model is accurate. Improving model
accuracy by integrating recall and precision. How
often a model gets a dataset prediction right is
measured by the accuracy statistic..
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5. CONCLUSION
In order to create a thorough and scalable

ransomware detection system, this project solves
current monitoring limitations. This method records
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processor and disk I/O events on the host system
without any overhead or danger of ransomware, in
contrast to current solutions that rely on expensive
process-level tracking. Initially, a robust baseline
model with excellent efficiency was obtained by
using a Random Forest classifier.

The enhanced system used CNN2D and a Voting
Ensemble Classifier to further improve performance.
Together, they achieved an astounding 99.5%
accuracy, greatly enhancing threat identification and
reducing false detections. The ensemble technique
successfully captured a variety of ransomware
behavioral characteristics across 22 ransomware
variants and varied user workloads.

Additionally, the addition of Flask and SQLite
improved the system's usability by enabling real-time
monitoring, secure user interaction, and
authentication in a lightweight web-based setting.
This guarantees deployment simplicity and facilitates
quick incident response.

In conclusion, the system combines the advantages of
machine learning, deep learning, and safe system
architecture to match the demands of contemporary
cloud and virtual infrastructures, proving to be a
potent, intelligent, and real-time defense mechanism
against ransomware assaults.

6. FUTURE SCOPE

Since the current study concentrated on a
combination of known and unknown ransomware,
more research may be done to examine the efficacy
of the suggested technique in identifying new and
emerging varieties of ransomware.

Since the present study showed that the detection
model is resilient to changes in user workloads, the
project may be expanded to examine the effects of
other user workload types on ransomware detection.

To find out if additional machine learning (ML) and
deep learning (DL) classifiers can offer even higher
ransomware detection accuracy, their performance
may be assessed.
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To evaluate the suggested method's viability and
efficacy in identifying ransomware assaults in
operational settings, it may be put into practice and
evaluated in actual situations.

In order to improve the ML model's detection skills,
the research may additionally investigate the
incorporation of further data sources or attributes.

To verify the results and improve the suggested
strategy, cooperation with cybersecurity specialists
and organizations might be sought.
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